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Release notes

o

Now supporting

24,735

device profiles

5,991 app versions

Including GPS devices*

4,633 unique mobile devices with passcode capabilites

Google Docs

) ) ) Facebook 162.0.0.45.94

Forensic device profiles v7.3 Total Facebook Messenger 156.0.0.16.94

Logical extraction 46 10,199 FireChat 8.0.59

Physical extraction* 48 5,887 Firefox 08.0.2
Flipboard 4114

File system extraction 47 5,873 Glide Glide.v10.350.032

Extract/disable user lock 16 2776 Gmai 8.2.11.186835846.release
Google Calendar 5.8.20-186619236-release

Total 157 24,735

1.18.072.09.36

2.18.072.02.36

Google Duo

28.0.186919661.DR28_RC15

Decoding of MTK Android Backup

When physical extraction is not available, you can now
generate a backup of an MTK Android mobile device, even if
it is locked, and decode it using UFED Physical Analyzer.

For further guidance on how to initiate this backup option
from the MTK device recovery partition, please refer to
our whitepaper https://cf-media.cellebrite.com/wp-content/

uploads/2018/04/decoding-mtk-android-backup.pdf

10S: 72 updated apps

Google Maps

9.72.2

Google Photos

3.15.0.187517307

L
(
L
Google Drive
L
L
(
L

AntiVirus Security (AVG) | 6.9.3
ASKfm 4.11
Badoo 9.52.1
Blendr 5.52.0
Booking.com 14.6
Chatous 3.9.72
CM Security Antivirus 4.4.2
AppLock

CM Security Browser 5.22.11.0008
Ctrip 6.2.2
Dropbox 84.2.4
Evernote 7.7
Expedia 18.9.0

Google+ 10.0.0.186024514
Grindr 3.24.2

Hot or Not 5.52.0

imo 9.8.000000009731
Inbox 1.67.185939131.release
Instagram 35.0.0.20.96
Keeper 11.2.2

KeepSafe 9.4.0

Kik Messenger 12.5.0.6754
LINE 8.3.1

LinkedIn 41142

Mappy 6.1806.14690
MeetMe 12.9.0.1205
Musical.ly 6.7.0

Nike+ Run Club 2.13.2

Nimbuzz 6.0.0
Odnoklassniki 18.2.28

OkCupid 10.6.0

One Drive 5.4 QFE1
Outlook.com 2.2.110
Pokemon GO 0.91.2

Scruff 5.5018

Skout 5.4.0

Snapchat 10.26.5.0

Swarm 2018.02.14
SwiftKey 6.7.8.25
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i0S: 72 updated apps [cont...)

Android: 72 updated apps [cont...)

Tango 4.7.225755 Google+ 6.28.0
Text Free Ultra Texting 8.11 Grindr 3.26.1
Text Now 5.46.0 HERE Maps 2.0.34
textPlus 7.2.0 hike messenger 5.6.0
TigerText 7.4.580 Hot or Not 5.50.0
Truecaller 8.77.7 Hushed 411
Tumblr 10.2.0.03 Inbox 1.3.180121
Twitter 7.34.0 Instagram 35.0
Uber 4.198.10004 InstaMessage 2.8.6
Vaulty 4.6.1 release r6336 Kakao Story 4.9.1
Verizon Messages 6.6.2 KakaoTalk 7.0.7
Viber 8.4.0.4 Keeper 11.3
Vkontakte 5.4 KeepSafe 8.4.0
Voxer 3.18.12.20748 Kik Messenger 12.3.0
Waze 4.35.0.19 LINE 8.2.1
WeChat 6.6.2 LinkedIn 9.1.68
WhatsApp 2.18.65 Mail.Ru 9.2
Whisper 2.9.11 MobileVOIP Cheap Calls | 2.0.1
Yahoo Search 5.133 Momo 8.7
Yandex Browser 18.1.0.527 Musical.ly 6.7
Yandex Mail 3.26 Nike+ Run Club 5.13.1
Nimbuzz 5.11.0
OkCupid 10.5.0
Android: 72 updated apps Pinterest 6.45.1
Runtastic 8.3
Aliwangwang 4.6.2 SayHi 6.92
Any.DO 4.19.0 Scruff 5.5103
ASKfm 412 Skype 8.16
Booking.com 16.3.1 Snapchat 10.27.0.23
Chatous 3.8.18 Swarm 5.4
Ctrip 6.2.2 Taxify Cl1.3.33
Ctrip [Chinese) 7.10.3 Text Free Ultra Texting 11.10
DJI GO 3.1.28 Text Me Up 3.10.2
DJIGO 4 4.2.6 Text Now 8.21.2
Dropbox 86.2 textPlus 7.2.1
Facebook 161.0 TigerText 7.4
Facebook Messenger 154.0 Tinder 8.8.0
Flipboard 4.2.3 Twitter 7.18
Foursquare 1.4 Uber 3.288.10001
Garmin Connect 4.3.1 Viber 8.4
Glide 6.3.1 Vkontakte 3.4.1
Gmail 5.0.180122 Voxer 3.21.18
Google App 44.0 Waze 4.35
Google Docs 1.2018.08207 WeChat 6.6.5
Google Drive 4.2018.07204 Weibo 8.3.0
Google Duo 28.1 WhatsApp 2.18.30
Google Maps 4.46 Whisper 8.9.4
Google Translate 5.18.0 Yandex Browser 18.2.0.324
Yandex Mail 3.5.7
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Decrypting EDL - Lock-bypassing decrypted
physical extraction capability for 5 Qualcomm

Android devices

Physical extraction
48 newly supported devices

Coolpad C105-E0 S1
LeTV LEX727 Le Pro3
LG CDMA L52VL Treasure
LG GSM L5TAL Treasure
/TE GSM 7971

Lock-bypassing physical extraction capability for
3 Qualcomm-based Samsung Galaxy S7 devices

Alcatel A577VL, 1052G One Touch, 50561 One
Touch

BLU Z110X Z3 M, Z130 Zoey Flex

Coolpad C105-E0 S1

Cubot X16'S

HTC 2PS6500 10

Orange (SPV]) Hapi 30

Huawei 8815, RNE-L02 Nova 2i, U8600 Move,
C8813D

K-Touch W68, W70

LG GSM L63BL Fiesta LTE, L64VL Fiesta LTE,

M250N K10 2017, LM-V350AWM

Samsung CDMA

SM-G930P Galaxy S7, SM-G935V Galaxy
S7 Edge, SM-G935P Galaxy S7 Edge

Chinese phones

Mparty LT2, Samgle 3G 3310

Remove user lock capability for 17 Samsung

Android devices

Chinese Android phones

LEAGOO T5, NGM Action, Vernee Mix 2,
Vernee Thor E

Samsung CDMA

SM-T377R4 Galaxy Tab E 8.0, SM-J320V
Galaxy J3 2016, SM-G928V Galaxy S6
Edge+, SM-G928R4 Galaxy Sé Edge+

Meizu Mé621H Meilan M5 Note, M710H Mbc
Motorola GSM XT1710-02 Moto Z2 Play

NTT Docomo SH-01G (AQUOS ZETA)

Nokia GSM E71x (RM-462), TA-1032 Nokia 3, 3310

3G TA-1036, TA-1008 3310 (2017)

Samsung GSM

SM-S906L Galaxy Sé, SC-05G (Galaxy
S6), SM-S120VL Galaxy Luna, SM-
S320VL Galaxy Sky, SM-J500M Galaxy
J5, SM-N916S Galaxy Note 4 S-LTE, SM-
T817A Galaxy Tab 52, SM-G930U Galaxy
S7, SM-G900R4 Galaxy S5, SM-G928A
Galaxy S6 Edge+, SM-G928G Galaxy Sé
Edge+, SM-A7100 Galaxy A7

Samsung GSM

SM-J337A J3 Neo, SM-N9500 Galaxy
Note 8, SM-J727AZ Galaxy J7, SM-
G892U Galaxy S8 Active, SM-G950W
Galaxy S8, SM-N950W Galaxy Note 8,
SM-G9550 Galaxy S8+, SM-G955U1
Galaxy S8+,

VIVO

Y67

ZTE GSM

Blade V7, Z899VL Majesty Pro, Z799VL
Majesty Pro

Physical extraction while bypassing lock
20 newly supported devices

File system extraction while bypassing lock

5 newly supported devices

Alcatel

1052G One Touch, 50561 One Touch

Samsung GSM

SM-J727AZ Galaxy J7, SM-G950W
Galaxy S8, SM-N950W Galaxy Note 8,

Chinese Android phones | W100S ThL SM-G9550 Galaxy S8+, SM-G955U1
Coolpad C105-E0 S1 Galaxy S8+

Cubot X16 S

Elephone p7000

Hisense HS-U688 Infinity Pro

LeTV LEX727 Le Pro3

Micromax A190 Canvas HD Plus

Nokia GSM E71x (RM-462], TA-1008 3310 (2017)

Orange (SPV) Orange Dive 30

Samsung GSM

SM-S906L Galaxy Sé, SC-05G (Galaxy
S6), SM-T817A Galaxy Tab 52, SM-G935T
Galaxy S7 Edge

Tablets Samsung SM-T817A Galaxy Tab S2,
Samsung GT-P3113TS Galaxy Tab 2 7.0
ZTE GSM A430 Blade, 2971
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File system extraction
47 newly supported devices

Logical extraction

46 newly supported devices

Alcatel AS77VL, 2051D Alcatel AS77VL, 2051D
BLU Z110X Z3 M, 2130 Zoey Flex, T274T Apple iPad 9.7" (5th Gen) WiFi (A1822), iPad
BlackBerry GSM P9981 Porche 9.7" (5th Gen) (A1823)
Coolpad Cl05EDC] BLU Z110X 73 M, 7130 Zoey Flex, T274T
Cubot X16 S BlackBerry GSM P9981 Porche
e SPees00 10 Coolpad C105-E0 ST
Orange (SPV) Hapi 30 Cubot K165
Huawei C8815, RNE-L02 Nova 2i, U800 Move, HTC 2P56500 10
C8813D Orange (SPV) Hapi 30
K-Touch W68, W70 Huawei £8815, RNE-L02 Nova 2i
LG GSM L63BL Fiesta LTE, L64VL Fiesta LTE, K-Touch W68, W70
M250N K10 2017, LM-V350AWM LG GSM L63BL Fiesta LTE, L64VL Fiesta LTE,

Chinese phones

iOutdoor T1, Mparty LT2, DTNO A9,
Samgle 3G 3310

Chinese Android phones

LEAGOO T5, NGM Action, Vernee Mix 2,
Vernee Thor E

M250N K10 2017

Chinese phones

iOutdoor T1, Mparty LT2, DTNO A9,
Samgle 3G 3310

Chinese Android phones

NGM Action

Meizu M621H Meilan M5 Note, M710H M5c oo, ME21H Meilan M5 Note, M7101 Mo

Motorola G5M XT1710-02 Moto 72 Play Motorola GSM XT1710-02 Moto 22 Play

NTT Docomo SH-016 (AQUOS ZETA) Nokia GSM E71x [RM-462), E71x (RM-462] (Using

Nokia GSM TA-1032 Nokia 3, 3310 3G TA-1036, Fake Client), 105 (TA-1037), TA-1032 Nokia 3,
Nokia E79+ 3310 3G TA-1036

Samsung GSM SM-J337A J3 Neo, SM-N9500 Galaxy Oppo A79

Note 8, SM-J727AZ Galaxy J7, SM-
5892U Galaxy S8 Active, SM-G950W
Galaxy S8, SM-N950W Galaxy Note 8,
SM-G9550 Galaxy S8+, SM-G955U1
Galaxy S8+

Samsung GSM

SM-J337A J3 Neo, SM-J727AZ Galaxy
J7, SM-N9500 Galaxy Note 8, SM-
N950W Galaxy Note 8, SM-G950W
Galaxy S8, SM-G9550 Galaxy S8+, SM-
G955U1 Galaxy S8+, SM-G892U Galaxy

VIVO Y67 S8 Active
ZTE GSM Blade V7, Z899VL Majesty Pro, Z799VL VIVO Y67
Majesty Pro ZTE GSM Blade V7, Z799VL Majesty Pro, Z899VL

Majesty Pro
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Cryptographic hash values information

You can validate the integrity of Cellebrite’s UFED software files by verifying their cryptographic hash values. This can help you
identify whether a file has been changed from its original state.

Product

Touch (cpkg)

MD5

5a0a655fa36701220298e3411fc38e6f

SHA256 (Recommended)

366e89cc293da1811b775a5a63dfd00c?959f6e04e70021c5e1678d53311754¢

Touch? (cpkg)

349cf98c7eab7d35df6db7bdf4f8b5e0

f096b7404461558a1bcaca2cf4be3alé426a764efb739377f9363cea2d22eeetd

4PC (cpkg)

a089e9448d50789276c71de7639d113b

2aff91af2d61d64b71892819310297e662ec42b478ce911760291d33876d8420

4PC (exe)

526bc319d7a5b8d031d50f3falcc4 115

16e5ea13426c32da283bebf16d7e90e75c276476eccc007b7edf90f5af63317¢

UFED InField
(cpkg)

700d74b14183c188825899ab2ef76758

e1e06eb1024723f1aaedb4c17555d4db29769471bac977afa56795d95dc870dd

UFED InField
(exe)

1dfd9725106af93779d4b36d2b2f56a0

730e1d8440fc960cf2acd63340a0d3044cceb5c2430abbe67c89805713abechHs

Permission
Manager (exe)

cc0c9basb6d9f70ecc00eb1eb50al6bdb

ce272585cdd518064c5b7093d609d7164317496edc5fddal2b90f9bacbbb3a3a

UFED
Physical
Analyzer

502ceb4bf8de374cd18cc8bf2485338¢

c9afdcc06c562916e3ef387126b0b8b728ad1d719736cb38c5cadat15dd2c91d

UFED Logical
Analyzer

0f3db4aca3875cc533196e2fa2213f4f

f3b4bbflalfafefbb2fa9132440ab0e65386fae3128cda2af747c1bedbet5c98

Cellebrite
Reader

b76924151d802bd830f93c19814babe?

d3401c5beb3878eab2d70ead2a3f82670fbcacca932688436f3ddffb8fbb5a2d




