Release Notes

Release Version 7.14: UFED Physical Analyzer,
UFED Logical Analyzer & Reader

January 2019

<4 Now supporting: 27,141 device profiles
<4 Appversions: 7,447

HIGHLIGHTS

App support

® First time access to the popular communication app, Zello
® Support for Facebook contacts search on i0S devices

® 129 updated application versions for i0S and Android devices

First time access to popular communication app, Zello

With more than 120 million users worldwide, this new version of UFED Physical
Analyzer can decode extracted data from the Zello app from both i0S and Android EIID"\\
devices. The data includes: user account details, contact lists, chat logs and

location information.
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Support for Facebook contacts search on i0S devices

With Facebook app users surpassing the 2 billion mark, and leading the social
media arena, we continue to invest our efforts in providing the maximum access to
critical data in a user’s profile. With this version, we have extended the support to
include a list of searched contacts. This data can be recovered when performing a
full file system extraction of an i0S device using Cellebrite Advanced Services. For
more information visit -> CAS.

New update for the wireless network/BSSID offline database

Download it from MyCellebrite to convert more locations data.

Solved Issues:

Slow decoding of the Line app for Android devices.

Tags are lost after loading a .pas file.

Fail to generate a report due to damaged Device info item.

Fail to generate a SMS conversion view of similar device owners.
Fail to select messages in chat conversations.

A problem playing Viber app audio files for i0S and Android devices.

New iOS & Android app

Application Type Decoding Feature

) . S User account, chats, contacts and
E“D Messaging/Communication _
locations
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https://www.cellebrite.com/en/advanced-services/

Release Notes

10S: New and updated apps

1 new app

61 updated apps
ASKfm

Azar
Booking.com
Coco App - Dorado App
Confide

Ctrip (Chinese)
DJI GO

DJI GO 4
Dropbox
Facebook
Facebook Messenger
Flipboard
Foursquare
Garmin Connect
Google App
Google Docs
Google Drive
Google Duo
Google Maps
Google+

Grindr

Hot or Not
Instagram
InstaMessage
KakaoTalk
KeepSafe

Kik Messenger
LINE

LinkedIn
Mail.Ru

MeetMe
MobileVOIP Cheap Calls
Musical.ly
Odnoklassniki
OkCupid
Pinterest

QQ Browser

Runtastic

4.28
1.32.1
18.2
7.5.8
8.2.1
8.0
3.1.47
4.3.3,4.3.8
122.2
199.0
194.0
4.2.29
11.12
4.13.2
64.0
1.2018.48204
4.2018.48201
44.0
5.6
6.47.0
4.4.0
5.90.0
73.0
299
8.1.6
8.21.0
15.0.0
8.18.0
9.1.110
9.12.1
13.7.0
2.0.7
9.4.0
7.32
24.0.0
6.78
8.9.6
8.11
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Scruff 5.6023
Skout 6.2.0
Skype 8.35
Snapchat 10.46.0.17
Soma 2.0.8
Swarm 6.1

Taxify Cl.3.62
Text Free Ultra Texting 11.30
Text Me Up 3.15.4
Text Me! 3.15.4
Text Now 9.3.0
Threema 4.0.3
TigerText 8.0
Tinder 10.3.0
Truecaller 10.0

Uber 3.328.10001
Viber 9.9.1
Weibo 8.12.0
Whisper 8.11.6
Yandex Browser 18.11.2.49
Yubo 3.11.1
Zalo 181202
Zello 4.23

Android: New and updated apps

1 new app

68 updated apps

Any.DO 4.10.7.3
ASKfm 4.30
BBM 3.3.18.89
Booking.com 16.5.1
Chrome 71.0.3578.83
CM Security Browser 5.22.20.0009
DJI GO 3.1.46
DJI GO 4 4.3.4
Dropbox 122.2.2
Expedia 18.48.1
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Facebook
Facebook Messenger
Flipboard

GG

Gmail

Google Calendar
Google Duo
Google Maps
Google Photos
Google+
Grindr

Hot or Not
Instagram
KakaoTalk
Keeper
KeepSafe

Kik Messenger
LINE

LOCX Applock
Mail.Ru

Mappy
MeetMe
MobileVOIP Cheap Calls
Odnoklassniki
OkCupid

One Drive
Opera Mini
Pinterest
Pokemon GO
SayHi

Silent Phone
Skout

Skype
Snapchat

Soma

Sygic

200.0.0.50.194
194.0.0.27.193
4.2.6

4.12.1.20352
8.11.4.221681239.release
6.0.10-222622233-release
44.0.223102401.DR44_RC14
10.4.1
4.6.0.222892672
10.19.0.220535840
4.6.0

5.94.1
73.0.0.22.185
8.1.6

14.0.2

9.22.4

15.0.1.18021
8.18.1

2.3.1.062
8.3.0.25808
6.1846.17118
13.7.0.1655

6.94

18.11.27

23.2.0

5.21.1
37.3.2254.133321
6.92.0

0.129.2

7.08

6.5

6.2.0

8.35.0.71
10.45.7.0

2.0.8

17.4.24
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Tango 5.4.230443
Text Me Up 3.15.3

Text Now 6.4.0.0
textPlus 7.4.0
TigerText 8.0.631
Tinder 10.3.0
Truecaller 10.8.7
Tumblr 12.2.0.00
Twitter 7.73.0-release.17
Uber 4.239.10001
UC Browser 12.9.9.1155
Viber 9.8.5.20
VIPole 2.0.7
Vkontakte 9,28

Voxer 3.18.18.21059
Waze 4.46.0.2
Weibo 8.12.0
WhatsApp 2.18.361
Yahoo Search 5.313
Yandex Browser 18.10.2.113
Yandex Mail 4.10.2

Zalo 18.11.01
Zello 4.31

Cryptographic Hash Values Information

You can validate the integrity of Cellebrite’s UFED software files by verifying their cryptographic hash values. This
can help you identify whether a file has been changed from its original state.

Product MD5 SHA-256 (Recommended)
UFED Physical Analyzer 74d17078178d8a503482f01a84067723 9e85bd08b13d51321b7a2f2cd16f327837eebb162b9f6bc7eb516118f948ceba
UFED Logical Analyzer 0455a73dcc477a78a3ea8f2a7e35e0e4 334d9978ab0af77f02a4445f42b99894b191ebf3044ae8619808f2fc34691a08
Cellebrite Reader 8fb43f34a8891411db4670f117a63dbd 16b48cé2feb8eb944cdf56aef0b38df990509b28303358abfdéafc0e 15256499
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