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Cellebrite offers tools to aid in your review of digital evidence. Both
Cellebrite Reader and Guardian are solutions that bridge the gap
between investigators and examiners.

Top FIVE reasons to use Cellebrite Reader when
reviewing evidence.
1. There are not enough Physical Analyzer licenses in your agency
Let’s be honest, budgets do not grow on trees, and we understand that. Most examiners rely on a Physical
Analyzer license and cannot release it to the investigative team at a moment’s notice. Cellebrite Reader
provides access to a review platform that does not require a license.

2. Provides a more in-depth and accessible platform vs Physical
Analyzer PDF reports
PDF reports created within Physical Analyzer can be overwhelming and cause investigators to get “lost
in the pages.” Cellebrite Reader provides a review platform that enables the investigator to dive into key
artifacts, review tags and interact with the data in a way that is easier than a simple report.

3. Provides easy access for discovery and allows investigators with an
opportunity to keyword search, tag, explore and create new reports
Investigators often need to dive into the data and do a keyword search, tag files of interest and sift through
the data as they are working a case. Cellebrite Reader provides many of the features offered in Physical
Analyzer, but as a simplified review platform.
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4. Provides the ability to control focused deliverables
Often examiners are permitted to only provide specific data to investigators and those reviewing the case.
While the lab or examiner keeps the full dataset and report, specific versions can be released for review.
Additional deliverables can be created with a few button clicks, making focused deliverables easy and
effective.

5. Provides quick access to Timeline and Locations features which help
investigators focus on the periods and locations of interest
All of us work cases in different manners, that is the beauty of DFIR. However, key models like Timeline and
Locations help investigators narrow down what they are looking for. Timelines can pinpoint what occurred
at a certain period in time, while Locations can place a suspect at a place of interest or exonerate them from
an accused crime.
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Top FIVE reasons to use Cellebrite Guardian
when reviewing evidence.

1. Avoid the trip to the lab for external media and get started
immediately
Valuable time may be lost waiting for deliverables to be copied to external media and then picked up.
Investigators complain that their computers are not strong enough to open large files for review. Guardian
notifies the investigator via e-mail so that he/she can immediately log in and begin the review from their
web browser.
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2. Digital evidence in one secure location, available to authorized users
without the need to make copies
Multiple copies of digital evidence deliverables may be needed to ensure a successful investigation and trial
process. The resulting management problem represents risk: being unable to comply with court destruction
orders, or lost copies of sensitive data. Guardian provides centralized and secure management of
digital evidence.

3. Cloud storage is more durable, and therefore more reliable, than
external media
Flash drives were never intended for long-term archival of data. They are limited by read-write cycles,
failures due to long periods without power, and physical damage. Steps taken to further secure digital
evidence on external media, such as encryption, add difficulties as decryption phrases can be lost over time.
Guardian's secure cloud storage makes the use of external media redundant.

4. Access to digital evidence is controlled and monitored
Conventional methods for sharing digital evidence lack controls to know who had access, who provided that
access, and if/when that access was used. Guardian tracks all of these details within its audit log, ensuring
full monitoring and a strong chain of custody.

5. Provides the non-technical user with an easy-to-use interface.
Digital evidence is accessible securely from anywhere with an Internet
connection
Guardian provides ease of access in two ways. First, as a cloud solution, authorized users only need an
Internet connection and their web browser to begin review immediately after receiving their invitation.
Second, Guardian was designed for the non-technical user so that a digital forensics expert is not needed
to support initial review.
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About Cellebrite
Cellebrite’s (Nasdaq: CLBT) mission is to enable its customers to protect and save lives, accelerate justice, and preserve
privacy in communities around the world. We are a global leader in Digital Intelligence solutions for the public and
private sectors, empowering organizations in mastering the complexities of legally sanctioned digital investigations by
streamlining intelligence processes. Trusted by thousands of leading agencies and companies worldwide, Cellebrite’s
Digital Intelligence platform and solutions transform how customers collect, review, analyze and manage data in legally
sanctioned investigations.

• To learn more visit us at www.cellebrite.com
• Contact Cellebrite globally at www.cellebrite.com/contact

