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How Deleted Messages
Can Solve Your Investigation

Through the Lens of the Oxford High School, Ml Mass Shooting Case
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What Happens When a Message is Deleted?

All crucial communications were deleted from the phones.

(1) @ (3

MESSAGE NEW
DATA DATA
Existing Deleted data Free space
messages is marked as is overwritten
free space with new data

Using Retrieved Messages in

Criminal Investigations

Jennifer

e Deleted messages aren’'t immediately
erased; the OS marks the space as free.

e These messages are recoverable until
the OS overwrites them with “new” data.

e Recovering messages quickly is crucial
before they're lost forever.

e Older operating systems may retain
deleted data longer.

We’'re on the run

Deletion shows that someone made a
choice to remove something that used
to exist on their device. This could show
intentions to cover up data or throw
away incriminating evidence.
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How Law Enforcement Retrieves Deleted

Messages with Cellebrite

Data Extraction Methods by

Forensic Tools

Physical Extraction
Involves accessing the phone’s
internal memory directly.
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_| Logical Extraction
Extracts data through the

phone’s operating systems.
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The team wanted to just focus on
preparing witnesses or starting our
jury selection. | kept saying, ‘hold up,
we don’t have answers to some pretty
big questions about why and what

really happened.” We're not going to
give up and say, ‘well, we’ll never know
it.” Pathfinder was a way. It allowed us
not to give up.

- Karen McDonald,
Oakland County Prosecutor

Investigative Analytics: Weaving

the Data into a Timeline

Cellebrite Pathfinder pieces together 4 A

different data points from multiple
phones, including existing and deleted
text messages, call logs and location data.
With the data on a timeline, investigators
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can visualize the occurrence of events to

understand the case narrative and - J
criminal behavior.

Cellebrite Pathfinder was pivotal in the
Oakland County Mass Shooting case,
helping prosecutors recover and analyze
crucial data that led to both parents’

@
@
@
O
v

5 O
o
ol
o

convictions who are now serving 10-15 years
in prison for involuntary manslaughter.
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